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Director of Parks & Recreation

The purpose of the General Security Plan is to establish consistent procedures, responsibilities,
and guidelines for maintaining the safety and security of all City-owned recreation facilities or
program spaces. This plan is designed to protect patrons, staff, and City property while ensuring
compliance with applicable laws, regulations, and City policies.

Access to City Facilities

PUBLIC ACCESS

City recreation facilities are open to the public during established operating hours. Patrons are
welcome to use designated public areas such as fitness spaces, lobbies, community rooms, and
other program areas consistent with posted hours, facility rules, and membership or rental
requirements. Outside of open hours, access is restricted to authorized staff or individuals
participating in approved programs or rentals.

RESTRICTED ACCESS

Certain spaces within City facilities are designated as staff-only or restricted access for safety,
privacy, or operational reasons. These areas include administrative offices, mechanical rooms,
storage areas, cash-handling locations, staff break rooms, and technology or maintenance
spaces. Entry into these areas is limited to authorized personnel with the exceptions of
emergencies.

REMOVAL OF ACCESS

All individuals are expected to follow the behavioral expectations while in City recreation
facilities or attending programs or events. Behavior that is disruptive, threatening, harassing, or
unsafe may result in immediate removal from the facility and temporary or permanent
suspension or trespass.

Staff should reference the Disciplinary Action and Suspensions Standard Operating
Procedure for additional steps on removing access.

Staff Access Badges

Policy Reference: IT Policy Pending review (?)
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All employees, council members, contractors, interns, and authorized visitors are required to use
City-issued security badges for facility access. Badges are assigned by IT following HR
verification and are limited to specific areas and times necessary for each role.

USAGE

Each employee must use only their assigned security badge for building access. Do not share
badges or allow others to enter behind you without scanning their own badge (i.e. tailgating).
Report lost or stolen badges immediately to your supervisor and IT so access can be disabled.

Badges are the preferred method for entering secured doors; physical master keys should be
used only when necessary due to higher tracking and replacement costs.

¢ Replacement: Lost or Damaged badges are replaced by the IT department through
submitting a help ticket.

e Access Control: Badge access and schedules are role-based and are limited to typical
work times. Time adjustments are at the request of the manager and are only approved
when there is a demonstrated need. Badge activity is recorded and may be audited.

¢ Termination/Separation: Badges must be returned on the employee’s last day. IT
deactivates access upon separation or role change.

¢ Enforcement: Misuse or unauthorized access may result in disciplinary action, up to
termination.

Key Inventory

ISSUANCE

Keys to recreation facilities are issued by the Building Maintenance Manager and Park
Maintenance Foreman. Any staff member authorized to carry keys must complete a Key
Checkout Form prior to receiving access.

STAFF RESPONSIBILITIES

e Keys may not be loaned or shared with any other individual under any circumstances.

o Staff are responsible for the security of keys while in their possession.

e If a key is lost or stolen, the staff member assumes financial responsibility for any lock or
key replacement costs incurred by the City.

ACCOUNTABILITY

The Building Maintenance Manager maintains a current inventory of all issued keys, including
the name of the staff member, date issued, and key number.

Panic Button

Waiting on procedure from IT
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Technology Security
Policy Reference: Information Security and Technology Use Policy

To protect City technology systems, data, and digital assets from unauthorized access, misuse,
and cyber threats, and to ensure all employees understand their responsibility in maintaining a
secure technology environment.

EMPLOYEE RESPONSIBILITY

All employees are responsible for the proper use and protection of City technology resources,
including computers, mobile devices, email accounts, and software systems. Users must take
reasonable precautions to prevent unauthorized access, data loss, or system compromise. This
includes:

Password Management

Passwords must be kept confidential and never shared or written in an accessible location.
Employees should use strong passwords and follow City password update requirement, typically
every 90 days.

Email and Phishing Awareness

Staff must exercise caution when opening email attachments, clicking links, or responding to
unexpected messages. Suspicious emails should be reported immediately to Information
Technology Department or a supervisor.

Device and Data Security

Workstations should be locked when unattended, and City-owned devices must not be used for
personal or non-approved purposes. Sensitive information should only be stored or transmitted
through approved, secure systems.

Software and Viruses

Only approved software may be installed on City devices. Employees should not download
unauthorized programs or plug in unknown external devices. Any suspected virus or malware
infection must be reported immediately.

INCIDENT RESPONSE

If a technology-related security breach, virus, or phishing incident is suspected or has occurred,
employees must notify the City's IT Department and their supervisor immediately. IT staff will
investigate, document the incident, and take corrective action to mitigate the incident and
prevent further breach of security.
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Weapons and Firearms in City-Owned Recreation Facilities

This procedure outlines the operational guidelines for the possession, carrying and use of
weapons (including firearms) in recreation facilities owned or operated by the City of Shakopee.
The goal is to maintain a safe, welcoming environment for patrons, staff, volunteers and visitors,
reduce risk of violence or accidental discharge, and ensure compliance with applicable law.

MINNESOTA STATUTE REFERENCE:

e Minnesota Statute § 624.714
e Minnesota Statute § 624.7181

GENERAL STATEMENT

City recreation facilities are intended to be safe, family-friendly environments. In accordance
with Minnesota Statutes §§ 624.714, individuals with a valid permit to carry may lawfully possess
a handgun either openly or concealed in most public places, including City-owned recreation
facilities. The City cannot prohibit lawful permit holders from carrying weapons; however, staff
may contact law enforcement if a weapon is displayed in a manner that causes alarm, is handled
unsafely, or violates facility conduct expectations. Employees are prohibited from carrying
weapons while performing their duties. Staff should remain vigilant, prioritize safety, and report
any unsafe or unlawful behavior involving weapons.

INCIDENT RESPONSE

If a firearm or weapon is observed or reported:

e Remain calm and do not approach the individual unless there is an immediate safety
threat.
¢ Notify an onsite supervisor of the weapon.
e Contact local law enforcement if
o The individual appears threatening
o The individual is handling the weapon unsafely
o The individual is believed to be carrying unlawfully
e Document the incident, including date, time, description, and any actions taken.

TRAINING AND AWARENESS

Facility managers and front-line staff will receive annual training on recognizing and responding
to weapons-related incidents, understanding state law, and maintaining composure during
emergencies through the review of Standard Operating Procedures. Staff should know how to
safely notify supervisors or law enforcement and complete incident documentation.

IN SUMMARY:

e Permit holders may carry concealed firearms (pistol/handgun) in public areas consistent
with state law.
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e Long guns, BB guns, and replica weapons are not permitted in City recreation facilities.
e Employees may not carry any weapon while on duty unless authorized by the City or law
enforcement.

Handling of Evidentiary Items

Shakopee Parks and Recreation staff may encounter situations in which potential evidentiary
items are present as the result of an incident or suspected criminal activity. Staff are not
responsible for collecting, handling, or processing evidence.

When potential evidence is identified, staff shall:

e Immediately notify the Shakopee Police Department.

e Preserve the scene to the extent practicable by limiting access and avoiding disturbance
of the area or items involved.

e Take reasonable steps to maintain the safety of patrons and staff while awaiting law
enforcement.

e Document basic incident details as required by departmental procedures.

Upon arrival, the responding law enforcement officer assumes command of the scene and is
responsible for determining whether a crime has occurred, preserving and collecting evidence,
conducting interviews, and completing all required reports and documentation in accordance
with Police Department procedures.

These procedures are established in coordination with the Shakopee Police Department and
clearly define the role of Parks and Recreation staff in ensuring evidentiary items are preserved
until transferred to the appropriate law enforcement authority.

Recreation Facilities Opening and Closing Procedures

This checklist outlines the minimum staffing, key access, environmental standards, and security
expectations for each facility. Detailed SOPs for each location are maintained by facility
managers.

OPENING PROCEDURES GENERAL EXPECTATIONS

1. Arrive 15-30 mins prior to opening for the public

2. Verify schedule programs and rentals for the day

3. Complete daily facility walk through check list before opening to the public (this is
different for each facility).

4. Any equipment failures, security breaches, or safety concerns must be reported
immediately to the Facilities Manager and Maintenance Manager.
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ITEM

Minimum Staff
Required

COMMUNITY
CENTER

1 guest services staff
and 1 maintenance staff

ICE ARENA

1 Maintenance Staff

SANDVENTURE

1 manager, 1
maintenance staff and
12 lifeguards

Keys/Access Needed

Facility Key or Master

Facility Key or Master

SandVenture Key or
Master Pool Key

Doors To Unlock

Main entrance

Main public entrance

Staff door, two locker
room doors, admissions
gate, door to
admissions area and
pump house

Front desk, lobby,

Lobby, hallway, rink 1

Lights are automatic

Lights/Systems program a.reas, gym and rink 2 lights and motion activated
and pool lights

Temperature/Hvac Verify bwldlng o Verify arena ... | Air temp must be
temperature is within temperatures are within -

Check . . minimum 65 degrees
normal operating range | operating standards
Walk-through for Z\rl]adl ﬁ;t:l:srusjgz‘sarena

Safety & Security hazards and emergency '

equipment

check dasher boards
and exits

Cash & Pos Set Up

Count cash drawer and
open two POS systems

Count cash drawer and
open two POS systems

Count cash drawer and
open two POS systems

Daily Log

Ice plant checks

CLOSING PROCEDURES GENERAL EXPECTATIONS

1. Closing procedures should begin no more than 30 mins before public closing.
2. Verify all guests have exited safely
3. Secure all areas and complete nightly documentation.

ITEM

Minimum Staff
Required

COMMUNITY
CENTER

2 Guest Services staff

ICE ARENA

1 Arean Specialist or
Coordinator

SANDVENTURE

All daily staff are still
there (12 guards, 4
assistants, 1 manager)

Doors To Lock

Main Entrance and
Check staff entrance

Main public entrance
check staff entrance

Admissions gate, door
to admissions area,
staff door, locker room
doors, pump house

Systems Shutdown

Shut down front desk
systems, POS and
fitness music

Shut down arena POS
and turn off tv's
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Safety Check

Final walk-through of
facility

Final walk-through of
arena and locker rooms

Make sure all people
are out of the locker
room and off the beach

Cash & POS
Closeout

Close out POS systems,
count and secure cash
drawers

Close POS system
count and secure cash
drawers

Close out POS system,
count cash in drawers,
count cash in cash
drawer

Daily Log

Complete daily
attendance logs

Complete final Ice plant
readings and daily log

Fill out attendance and
weather tracking sheet

Recreation Facilities Maps

These maps depict what areas are open to the public for general access, areas that may be
accessed only in emergencies or with staff supervision, and areas where public access is
prohibited. It also depicts AED locations.
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